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Time schedule of the class
20.04.2017 Basics of unification of law: notion, purposes, history
27.04.2017 Neighbouring disciplines, institutions of unification of law, literature
04.05.2017 Sources, methods of research and solving cases in the field of
uniform law
11.05.2017 Solving cases in the field of uniform law (cont’d). Uniform sales law
(CISG)
18.05.2017 CISG (cont’d). Uniform law in other parts of the law of obligations
25.05.2015 Holiday
01.06.2017 Uniform credit security law

08.06.2017 no class
15.06.2017 Uniform transport law I (road, railroad, air)
22.06.2017 Uniform transport law II (maritime transport)

29.06.2017 Uniform information technology (IT) law
06.07.2017 Approximation of laws in Europe, in particular the EU
13.07.2017 Unification of the law of civil procedure
20.07.2017 Unification of insolvency law

Information
Technology (IT) Law

Basics of IT law
• Notion of IT law
• Requirements as to a „Fachanwalt für Informationstechnologierecht“ (lawyer specialising in information technology law)
- contracts law in the field of information technologies,

- law of electronic commerce,
- basics of intellectual property law in the field of information technologies, in particular
domain law,
- data protection law and the law of the security of information,

- law of communication networks and services, in particular telecommunications law,
- law of public procurement in the field of information technologies (including eGovernment),
- international dimension of IT law including private international law,
- particularities of criminal law in the field of information technologies,
- particularities of procedural law.

Sources of IT Law
• National level: §§ 126 a, b BGB, SigG, §§ 128 a, 130 a,
b, 174 II, 371 a ZPO

• International level
• UNCITRAL
• UNCITRAL Model Law on Electronic Commerce 1996
• UNCITRAL Model Law on Electronic Signatures 2001
• UN Convention on the Use of Electronic Communications in International
Contracts 2005

• Others e.g. Hague Convention on Choice of Court Agreements 2005
• ICC: eTerms 2004

• EU law: El. Signature Directive 1999/El. Identification and Trust
Services Regulation 2014, Electronic Commerce Directive 2000, ODR
Regulation 2013, partly Brussels Ia Regulation etc.. Only sparsely covered
by DCFR and draft CESL Regulation. Digital Single Market Strategy 2015.
European E-Justice Action Plan 2014-2018

EU E-Commerce Directive 2000/31
CHAPTER I: GENERAL PROVISIONS
Article 1: Objective and scope
1. This Directive seeks to contribute to … the free movement of
information society services between the Member States.
2. This Directive approximates, to the extent necessary …,
certain national provisions on information society services
relating to the internal market, the establishment of service
providers, commercial communications, electronic contracts, the
liability of intermediaries, codes of conduct, out-of-court dispute
settlements, court actions and cooperation between Member
States.
Article 3: Internal market
1. Each Member State shall ensure that the information society services
provided by a service provider established on its territory comply with the
national provisions applicable in [this] Member State …in the coordinated
field.

2. Member States may no …restrict the freedom to provide
information society services from another Member State.

CHAPTER II: PRINCIPLES
Section 1: Establishment and information requirements (information society
service providers)
Section 2: Commercial communications (6-)

Article 9: Treatment of contracts
1. Member States shall ensure that their legal system allows
contracts to be concluded by electronic means. …

Art.12-15 Liability privileges
CHAPTER III: IMPLEMENTATION
Article 16 Codes of Conduct
CHAPTER IV: FINAL PROVISIONS

REGULATION (EU) No 910/2014 of
23 July 2014 on electronic
identification and trust services for
electronic transactions in the internal
market and repealing Directive
1999/93/EC
CHAPTER I: GENERAL PROVISIONS
CHAPTER II: ELECTRONIC
IDENTIFI-CATION
CHAPTER III: TRUST SERVICES (13SECTION 1: General provisions
SECTION 4 : Electronic signatures
(25SECTION 5 : Electronic seals (35-)
SECTION 6: Electronic time stamps
(41-)
SECTION 7 : Electronic registered
delivery services (43-)
SECTION 8 : Website authentication
(45-)
CHAPTER IV: ELECTRONIC DOCUMENTS (46-)
CHAPTER V: DELEGATIONS OF
POWER AND IMPLEMENTING
PROVISIONS (47-)
CHAPTER VI: FINAL
PROVISIONS(49-

IT law in the field of electronic signatures (examples)
ML on El Commerce 1996
Article 6. Writing: (1) Where the law requires
information to be in writing, that requirement is met by
a data message if the information contained therein is
accessible so as to be usable for subsequent
reference.

Article 7. Signature: (1) Where the law
requires a signature of a person, that requirement
is met in relation to a data message if:
(a) a method is used to identify that person and to
indicate that person’s approval of the information
contained in the data message; and
(b) that method is as reliable as was appropriate for the
purpose for which the data message was generated or
communicated, …

ML El. Signatures 2001
Article 2. Definitions
For the purposes of this Law:
(a) “Electronic signature” means data in electronic
form in, affixed to or logically associated with, a data
message, which may be used to identify the
signatory in relation to the data message and to
indicate the signatory’s approval of the information
contained in the data message;

Article 6. Compliance with a requirement
for a signature
1. Where the law requires a signature of a person,
that requirement is met in relation to a data message
if an electronic signature is used that is as reliable as
was appropriate for the purpose for which the data
message was generated or communicated …

EU: Electronic Identification and Trust Services Regulation 2014 (repealing El. Signatures
Directive 1999)
Article 3 Definitions (10) ‘electronic signature’ means data in electronic form which is attached to or logically
associated with other data in electronic form and which is used by the signatory to sign; (11) ‘advanced
electronic signature’ means an electronic signature which meets the requirements set out in Article 26; (12)
‘qualified electronic signature’ means an advanced electronic signature that is created by a qualified electronic
signature creation device, and which is based on a qualified certificate for electronic signatures;
SECTION 4 Electronic signatures Article 25 Legal effects of electronic signatures:
2. A qualified electronic signature shall have the equivalent legal effect of a handwritten signature.

REGULATION (EU) No 910/2014 of 23 July 2014 on electronic identification
and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC

CHAPTER I: GENERAL PROVISIONS
Art.1: Subject matter:
With a view to ensuring the proper functioning of the internal market while aiming at an adequate level of
security of electronic identification means and trust services this Regulation:
(a) lays down the conditions under which Member States recognise electronic identification
means of natural and legal persons falling under a notified electronic identification scheme of
another Member State;
(b) lays down rules for trust services, in particular for electronic transactions; and
(c) establishes a legal framework for electronic signatures, electronic seals, electronic time stamps,
electronic documents, electronic registered delivery services and certificate services for website
authentication

Art.2: Scope
1. This Regulation applies to electronic identification schemes that have been notified by a
Member State, and to trust service providers that are established in the Union.
2. This Regulation does not apply to the provision of trust services that are used exclusively within closed
systems resulting from national law or from agreements between a defined set of participants.
3. This Regulation does not affect national or Union law related to the conclusion and validity of
contracts or other legal or procedural obligations relating to form.

CHAPTER II: ELECTRONIC IDENTIFICATION

IT law in the field of civil procedure (examples)
Art.3 Hague Convention on Choice
of Court Agreements 2005

(EU) Brussels Ia Regulation (2012)

c) an exclusive choice of court
agreement must be concluded or
documented

SECTION 7
Prorogation of jurisdiction
Article 25

i) in writing; or
ii) by any other means of
communication which renders
information accessible so as to be
usable for subsequent reference;

2. Any communication by electronic
means which provides a durable
record of the agreement shall be
equivalent to ‘writing’.

Compare:
Section 130a German Code of Civil Procedure: Electronic document
(1) Where the written form is required for … petitions of and declarations by the parties as
well as for information, testimonies, reports, and declarations by third parties, recording them as
electronic documents shall comply with this requirement provided that this is suited for
processing by the court. The person responsible for the written pleading is to furnish the
document with a qualified electronic signature pursuant to the Electronic Signature Act
(Signaturgesetz). ….
Section 38 German Code of Civil Procedure: choice of venue agreement – in “writing”

Information on national and
international IT law
• Internet (examples): Website UNCITRAL (including
CLOUT), Website EU, http://www.hg.org/informationtechnology-law.html, International Technology Law
Association, http://www.itechlaw.org/

• Numerous teaching and research materials, e.g.
monographs and legal journals, e.g. International
Journal of Law and Information Technology, International
Review of Law, Computers & Technology, Computer und
Recht (CR), MultiMedia und Recht (MMR).

UNCITRAL Model Law on Electronic Commerce 1996
•

Uniform law – model law

•

Basic characteristics: only model law, many open questions or matters of interpretation, not
limited to international contracts, consumer contracts not excluded, dispositive character,
fundamental principles of „non-discrimination, technological neutrality and functional
equivalence”, some provisions on conclusion and validity of contracts: dispatch and receipt,
form, on attribution of „data messages“. No provisions on mistake.

Structure:
CHAPTER I. SPHERE OF APPLICATION
Part one. Electronic commerce in general
Chapter I. General provisions
Article 1. Sphere of application
Article 2. Definitions,
Article 3. Interpretation
Article 4. Variation by agreement

Chapter II. Application of legal requirements
to data messages
Article 5. Legal recognition of data messages
Article 5 bis (1998) Incorporation by reference
Article 6. Writing
Article 7. Signature
Article 8. Original
Article 9. Admissibility and evidential weight of data
messages
Article 10. Retention of data messages

Chapter III. Communication
of data messages
Article 11. Formation and validity of
contracts
Article 12. Recognition by parties of
data messages
Article 13. Attribution of data messages
Article 14. Acknowledgement of receipt
Article 15. Time and place of dispatch
and receipt of data messages

Part two. Electronic
commerce in specific areas
Chapter I. Carriage of goods
Article 16. Actions related to contracts of
carriage of goods
Article 17. Transport documents

UN Convention on Electronic Communications in Internat. Contracts 2005
•

Uniform law – binding convention

•

Basic characteristics: broad sphere of application, but only „international“ contracts,
consumer contracts excluded, provisions on dispatch and receipts of „electronic
communications“, form, mistake. Works in combination with other conventions.

Struktur:
CHAPTER I. SPHERE OF
APPLICATION
Article 1. Scope of application
Article 2. Exclusions
Article 3. Party autonomy

CHAPTER II. GENERAL
PROVISIONS
Article 4. Definitions
Article 5. Interpretation
Article 6. Location of the parties
Article 7. Information requirements

CHAPTER III. USE OF ELECTRONIC
COMMUNICATIONS IN INTERNATIONAL
CONTRACTS
Article 8. Legal recognition of electronic
communications
Article 9. Form requirements
Article 10. Time and place of dispatch and
receipt of electronic communications
Article 11. Invitations to make offers
Article 12. Use of automated message systems
for contract formation
Article 13. Availability of contract terms
Article 14. Error in electronic communications

CHAPTER IV. FINAL PROVISIONS
(Art.15 – 25)

ECC Article 10. Time and place of
dispatch and receipt of electronic
communications
1. The time of dispatch of an
electronic communication is the time
when it leaves an information system
under the control of the originator …
or, if the electronic communication has
not left an information system under
the control of the originator or of the
party who sent it on behalf of the
originator, the time when the electronic
communication is received.
2. The time of receipt of an electronic
communication is the time when it
becomes capable of being retrieved
by the addressee at an electronic
address designated by the addressee.
… An electronic communication is
presumed to be capable of being
retrieved by the addressee when it
reaches the addressee’s electronic
address.

ECC Article 14. Error in electronic
communications
1. Where a natural person makes an input
error in an electronic communication
exchanged with the automated message
system of another party and the
automated message system does not
provide the person with an opportunity to
correct the error, that person … has the
right to withdraw the portion of the
electronic communication in which the
input error was made if:
(a) The person … notifies the other
party of the error as soon as possible
after having learned of the error and
indicates that he or she made an error in
the electronic communication; and
(b) The person … has not used or
received any material benefit or value
from the goods or services, if any, received
from the other party.
2….

Case example on Model Law on Electronic Commerce 1996
People’s Republic of China: Second Intermediate People’s Court of Shanghai, Case No.
1949, 2011, 21 October 2011, Cases relating to the UNCITRAL Model Law on Electronic
Commerce (MLEC) and the United Nations Convention on the Use of Electronic
Communications in International Contracts (ECC), Case 1196: MLEC 8; 9; 11; ECC 9

Real estate purchase arrangement between a buyer, a long-term resident of the
United States and a Chinese agent. The buyer had purchased numerous real
properties in Shanghai and commissioned a local agent to assist in management of
those properties, including purchase and maintenance of the property, making
necessary payments as well as the management of relevant funds and bank
accounts. The dispute arose when the agent transferred the funds, which were
transferred by the buyer to the agent’s general account in February 2009, into his
personal equity trading account. The buyer requested that the funds be returned.
The parties communicated by e-mail, which were submitted as evidence. The agent
denied the content of the e-mail and argued that he was not the owner of the three email accounts referred to in the case. He further argued that the e-mails did not
reflect the actual circumstances and the instability and alterability of the e-mails
made it inadmissible in court.

Solution of the case
• Legal basis of claim? – e.g. CISG or Chinese contracts
law
• ECC or MLEC applicable?
• Conclusion of valid agency contract: when/how concluded?
• Content of agency contract, e.g. claim for damages for
breach of contract
• Relevance of exchanged emails?
• Authenticity?

• When received?

ECC (2005). Presently 8 parties, among them Russia, Singapore (not
EU or China, US etc.
CHAPTER I. SPHERE OF APPLICATION
Article 1. Scope of application
1. This Convention applies to the use of electronic communications in connection with
the formation or performance of a contract between parties whose places of business
are in different States.
2. The fact that the parties have their places of business in different States is to be
disregarded whenever this fact does not appear either from the contract or from any
dealings between the parties or from information disclosed by the parties at any time
before or at the conclusion of the contract.
3. Neither the nationality of the parties nor the civil or commercial character of the
parties or of the contract is to be taken into consideration in determining the
application of this Convention.
Article 2. Exclusions
1. This Convention does not apply to electronic communications relating to any of the
following:
(a) Contracts concluded for personal, family or household purposes;
(b) (i) Transactions on a regulated exchange; (ii) foreign exchange transactions; (iii)
inter-bank payment systems ….
2. This Convention does not apply to bills of exchange, promissory notes,
consignment notes, bills of lading ...

UNCITRAL Model Law on Electronic Commerce 1996. Has
been adopted by PR China as to Hongkong and Macao
Article 9. Admissibility and evidential weight of data
messages
(1) In any legal proceedings, nothing in the application of the
rules of evidence shall apply so as to deny the admissibility of a
data message in evidence:
(a) on the sole ground that it is a data message; or,
(b) if it is the best evidence that the person adducing it could
reasonably be expected to obtain, on the grounds that it is not in
its original form.
(2) Information in the form of a data message shall be given due
evidential weight. In assessing the evidential weight of a data
message, regard shall be had to the reliability of the manner in
which the data message was generated, stored or
communicated, to the reliability of the manner in which the
integrity of the information was maintained, to the manner in
which its originator was identified, and to any other relevant
factor.

ECC 2005:
does not deal
with matters
of evidence

Case example 2:
Australia: Supreme Court of Queensland, Stellard Pty Ltd. & Anor v. North
Queensland Fuel Pty Ltd. 15 May 2015, Published in English: [2015] QSC 119
This case deals with functional equivalence requirements between electronic and
handwritten signatures.

The defendant owned a service station located on a highway in North Queensland. In late
2014, the defendant appointed a third party to sell the service station’s freehold and
business. Expressions of interest were sought and negotiations took place with
representatives of the parties. Most of those negotiations were conducted by e-mail. The
plaintiffs sued claiming that an e-mail exchange between them and the defendant
constituted a contract for the sale of the service station. ...
The defendant replied that there was … no sufficient written memorandum or note to
satisfy Section 59 of the Property Law Act 1974 (“PLA”). Section 59 of the PLA
provides that “No action may be brought upon any contract for the sale or other
disposition of land or any interest in land unless the contract upon which such action is
brought, or some memorandum or note of the contract, is in writing, and signed by the
party to be charged, or by some person by the party lawfully authorised”.
In turn, he plaintiffs argued that the e-mail expressing defendant’s consent to be bound
satisfied the requirements of Section 14 of the Electronic Transactions (Queensland)
Act (2001) (“ETQ”).

Examples for analysis of court decisions
Please compare the judgment of the German Supreme Court
of 28 May 2014, VIII ZR 410/12 (http://cisgw3.law.pace.edu/cases/
140528g1.html) with the judgment of the US Supreme Court of
…, A. v. B. (554 U.S. 222 (2008).

Or: Please give an analysis of the judgment of the French
Cour de cassation of … and compare it with [e.g.] German
law …
Or: Please give an analysis to the judgment of the
European Court of Justice of …

Case law analysis, e.g. foreign
court, several courts, international court
The problem
The facts

The decision: contents, structure, procedure (e.g. preceding
decisions), argumentation. In case of the Court of Justice
of the EU: see also opinions of Advocates General
The issues in context of the relevant legal norms and other
jurisprudence
Critique

Possibly comparison
Conclusions, e.g. evaluation of the decisions, legislative
proposals

Solution of the case
• Legal basis of claim?
• No uniform sales law on immovables
• Conflict of laws (Australian perspective! cf. with Rome I Regulation)
leads to Australian [Queensland] contracts law (also for form)
• ECC applicable within Australian law? (-)

• Conclusion of valid sales contract?
• Substantive law – emails sufficient, procedural issues of proof.
• Formal validity: sec.59 Property Law Act 1974 in conjunction with
sec.14 Electronic Transactions (Queensland) Act 2001
• Adequate method? Other evidence?
•

Authenticity?

•

Consent to method?

Relevant provisions of the law of Queensland
(Queensland has adopted ML on El. Commerce 1996)
(Queensland) PROPERTY LAW ACT 1974
Sec.59 Contracts for sale etc. of land to be in writing No
action may be brought upon any contract for the sale or other
disposition of land or any interest in land unless the contract upon
which such action is brought, or some memorandum or note of
the contract, is in writing, and signed by the party to be
charged, or by some person by the party lawfully authorised.
ELECTRONIC TRANSACTIONS (QUEENSLAND) ACT 2001
Sec. 14 Requirement for signature (1) If, under a State law, a
person's signature is required, the requirement is taken to have been
met for an electronic communication if
(a) a method is used to identify the person and to indicate the
person's intention in relation to the information communicated; and

(b) the method used was either—
(i) as reliable as appropriate for the purposes for which the
electronic communication was generated or communicated, having
regard to all the circumstances, including any relevant agreement; or
(ii) proven in fact to have fulfilled the functions described in
paragraph (a), by itself or together with further evidence; and
(c) the person to whom the signature is required to be given
consents to the requirement being met by using the method
mentioned in paragraph (a).

Article 9 ECC 2005.
Form requirements
3. Where the law requires that
a communication or a contract
should be signed by a
party… that requirement is
met in relation to an electronic
communication if:
(a) a method is used to
identify the party and to
indicate that party’s intention
in respect of the information
contained in the electronic
communication; and
(b) The method used is either:
(i) as reliable as appropriate
for the purpose for which the
electronic communication was
generated or communicated,
in the light of all the
circumstances, including any
relevant agreement; or
(ii) proven in fact to have
fulfilled the functions
described in subparagraph (a)
above, by itself or together
with further evidence.

Excerpts from the judgment
• Facts
• Law
•

Substantive law: … [55] The plaintiff has demonstrated that there was a contract with the
defendant for the sale of the Koah Roadhouse.

•

Form: Section 59 Property Law Act 1974

[56] The defendant also pleads that, if a contract is found to exist, then there is no sufficient writing
to satisfy s 59 of the PLA and, thus, the plaintiffs may not bring the action. …

[65] The argument mounted by the defendant on this point is … that the document does not satisfy
s 59 because it does not contain a signature which is supported by s 14 of the ETQ Act.
[66] Section 14 provides that the requirement for a person’s signature is met for an electronic communication if a
method is used to identify the person whose signature is required and to indicate that person’s intention in
relation to the information communicated. In the acceptance email, there is no identification of any

person as the acceptor of the earlier offer. That is not fatal.
[67] Section 14(1)(b) provides two alternative methods which will satisfy s 14(1)(a). In this case,
the second method has been established. The identification of the person and the person’s
intention can be established by further evidence. That further evidence is made up of the various
conversations which were had prior to 31 October 2014 and the offer email together with the admission in the
pleading that Drew Kellehan sent the email which expressed acceptance of the offer.

[68] The other point raised by the defendant is that the plaintiff has not demonstrated that it
consented to the requirement of the signature being met by using the method referred to above. In
circumstances where parties have engaged in negotiation by email and, in particular, where an offer is made by
email, then it is open to the court to infer that consent has been given by conduct of the other party.

Further topics for comparison
• Conclusion of contract by automated systems: comp. Model
Law with Unidroit Principles
• Attribution of electronic communications: comp. Model Law
with ECC and German law
• Time of receipt of electronic communications: comp. Model
Law with ECC and ICC eTerms 2004
• Requirements of „writing“: comp. Model Law with EU law and
German law
• Mistake: input error: comp. with German law
• Evidential weight of emails: comp. Model Law with German
and EU law

Some provisions compared: writing and signature
Article 6 ML El. Com. Writing

Article 2 ML Electr. Signatures. Definitions

(1) Where the law requires information to be
in writing, that requirement is met by a data
message if the information contained
therein is accessible so as to be usable for
subsequent reference.

For the purposes of this Law:
(a) “Electronic signature” means data in electronic form
in, affixed to or logically associated with, a data message,
which may be used to identify the signatory in relation to
the data message and to indicate the signatory’s approval
of the information contained in the data message;
(b) “Certificate” means a data message or other record
confirming the link between a signatory and signature
creation data;

(3) The provisions of this article do not apply
to the following: [...].
Article 7. Signature
(1) Where the law requires a signature of a
person, that requirement is met in relation to
a data message if:
(a) a method is used to identify that person
and to indicate that person’s approval of the
information contained in the data message;
and
(b) that method is as reliable as was
appropriate for the purpose for which the
data message was generated or
communicated, in the light of all the
circumstances, including any relevant
agreement.

Article 6. Compliance with a requirement for a
signature
1. Where the law requires a signature of a person, that
requirement is met in relation to a data message if an
electronic signature is used that is as reliable as was
appropriate for the purpose for which the data message
was generated or communicated, in the light of all the
circumstances, including any relevant agreement.
3. An electronic signature is considered to be reliable for
the purpose of satisfying the requirement referred to in
paragraph 1 if:
(a) The signature creation data are, within the context in
which they are used, linked to the signatory and to no
other person;
(b) The signature creation data were, at the time of
signing, under the control of the signatory and of no other
person;
(c) Any alteration to the electronic signature, made after
the time of signing, is detectable; and
…

Some provisions compared: form requirements
Article 6 ML El. Signatures 2001
Compliance with a requirement for a
signature
1. Where the law requires a
signature of a person, that
requirement is met in relation to a data
message if an electronic signature is
used that is as reliable as was
appropriate for the purpose for which
the data message was generated or
communicated, in the light of all the
circumstances, including any relevant
agreement.
3. An electronic signature is
considered to be reliable for the
purpose of satisfying the requirement
referred to in paragraph 1 if:
(a) The signature creation data are,
within the context in which they are
used, linked to the signatory and to no
other person;
(b) The signature creation data were,
at the time of signing, under the control
of the signatory and of no other person;
(c) Any alteration to the electronic
signature, made after the time of
signing, is detectable; and
…

Article 9 ECC 2005. Form requirements
1. Nothing in this Convention requires a communication or a
contract to be made or evidenced in any particular form.
2. Where the law requires that a communication or a
contract should be in writing, or provides consequences for
the absence of a writing, that requirement is met by an
electronic communication if the information contained therein
is accessible so as to be usable for subsequent reference.
3. Where the law requires that a communication or a
contract should be signed by a party, or provides
consequences for the absence of a signature, that
requirement is met in relation to an electronic communication
if:
(a) A method is used to identify the party and to indicate that
party’s intention in respect of the information contained in the
electronic communication; and
(b) The method used is either:
(i) As reliable as appropriate for the purpose for which the
electronic communication was generated or communicated,
in the light of all the circumstances, including any relevant
agreement; or
(ii) Proven in fact to have fulfilled the functions described in
subparagraph (a) above, by itself or together with further
evidence.

EU IT law in the field of electronic signatures
EU: Electronic Identification and Trust Services Regulation 2014 (repealing
Electronic Signatures Directive 1999)
Article 3 Definitions (10) ‘electronic signature’ means data in electronic form which
is attached to or logically associated with other data in electronic form and which is
used by the signatory to sign;
(11) ‘advanced electronic signature’ means an electronic signature which meets the
requirements set out in Article 26;
(12) ‘qualified electronic signature’ means an advanced electronic signature that is
created by a qualified electronic signature creation device, and which is based on a
qualified certificate for electronic signatures;
SECTION 4 Electronic signatures
Article 25 Legal effects of electronic signatures:
2. A qualified electronic signature shall have the equivalent legal effect of a
handwritten signature.
Article 26 Requirements for advanced electronic signatures
An advanced electronic signature shall meet the following requirements:
(a) it is uniquely linked to the signatory;
(b) it is capable of identifying the signatory;
(c) it is created using electronic signature creation data that the signatory can, with a high level
of confidence, use under his sole control; and
(d) it is linked to the data signed therewith in such a way that any subsequent change in the data
is detectable.

Relationship of EU Identification Regulation with German law
EU Identification Regulation 2014
Article 25 Legal effects of electronic
signatures
2. A qualified electronic signature
shall have the equivalent legal effect of
a handwritten signature.

Article 27. Electronic signatures in
public services
1. If a Member State requires an
advanced electronic signature to use
an online service offered by, or on
behalf of, a public sector body, that
Member State shall recognise
advanced electronic signatures,
advanced electronic signatures based
on a qualified certificate for electronic
signatures, and qualified electronic
signatures in at least the formats or
using methods defined in the
implementing acts referred to in
paragraph 5.

German Civil Code (BGB)
Section 126a. Electronic form
(1)If electronic form is to replace the written form prescribed
by statute, the issuer of the declaration must add his name to
it and provide the electronic document with a qualified
electronic signature in accordance with the Electronic
Signature Act [Signaturgesetz].

Section 126b. Text form
If text form is prescribed by statute, a readable declaration, in which the
person making the declaration is named, must be made on a durable
medium. A durable medium is any medium that
1. enables the recipient to retain or store a declaration included on the
medium that is addressed to him personally such that it is accessible to
him for a period of time adequate to its purpose, and
2. that allows the unchanged reproduction of such declaration.

German Code of Civil Procedure (ZPO)
Section 130a. Electronic document
(1) Where the written form is required for petitions … by
the parties …, recording them as electronic documents shall
comply with this requirement provided that this is suited for
processing by the court. The person responsible for the written pleading is to furnish the document with a qualified electronic signature pursuant to the Electronic Signature Act.
(2) The Federal Government and the Land governments shall
determine by statutory instrument … the … time from which
electronic documents may be submitted to the courts. …

Provisions compared: recognition of foreign
certificates and signatures under MLES – EUSigDir
ML Electronic Signatures 2001
Article 12. Recognition of foreign certificates and
electronic signatures

1. In determining whether, or to what extent, a
certificate or an electronic signature is legally
effective, no regard shall be had:
(a) to the geographic location where the certificate
is issued or the electronic signature created or
used; or (b) to the geographic location of the
place of business of the issuer or signatory.
3. An electronic signature created or used
outside [the enacting State] shall have the
same legal effect in [the enacting State] as an
electronic signature created or used in [the
enacting State] if it offers a substantially
equivalent level of reliability.
4. In determining whether a certificate or an
electronic signature offers a substantially
equivalent level of reliability for the purposes of
paragraph 2 or 3, regard shall be had to
recognized international standards and to any
other relevant factors.

EU Electronic Signatures Directive 1999
Article 7 International aspects
1. Member States shall ensure that certificates
which are issued as qualified certificates to
the public by a certification-service-provider
established in a third country are recognised
as legally equivalent to certificates issued by a
certification-service-provider established within
the Community if:
(a) the certification-service-provider fulfils the
requirements laid down in this Directive and
has been accredited under a voluntary
accreditation scheme established in a Member
State; or
(b) a certification-service-provider established
within the Community which fulfils the
requirements laid down in this Directive
guarantees the certificate; or
(c) the certificate or the certification-serviceprovider is recognised under a bilateral or
multilateral agreement between the Community
and third countries or international
organisations.

REGULATION (EU) No 910/2014 of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC
CHAPTER I: GENERAL PROVISIONS
Art. 4: Internal market principle
1. There shall be no restriction on the provision of trust services in the territory of a Member State by a trust
service provider established in another Member State for reasons that fall within the fields covered by this
Regulation.
2. Products and trust services that comply with this Regulation shall be permitted to circulate freely in the internal
market.

CHAPTER II: ELECTRONIC IDENTIFICATION
Article 6: Mutual recognition

1. When an electronic identification using an electronic identification means and authentication is
required under national law or by administrative practice to access a service provided by a public
sector body online in one Member State, the electronic identification means issued in another
Member State shall be recognised in the first Member State for the purposes of cross-border
authentication for that service online, provided that the following conditions are met:
(a) the electronic identification means is issued under an electronic identification scheme that is
included in the list published by the Commission pursuant to Article 9;
(b) the assurance level of the electronic identification means corresponds to an assurance level
equal to or higher than the assurance level required by the relevant public sector body to
access that service online in the first Member State, provided that the assurance level of that
electronic identification means corresponds to the assurance level substantial or high;
(c) the relevant public sector body uses the assurance level substantial or high in relation to
accessing that service online.
Such recognition shall take place no later than 12 months after the Commission publishes the list
referred to in point (a) of the first subparagraph.
CHAPTER III: TRUST SERVICES (13-)

